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(57) Abstract 

Novel digital optical media has recorded tbeieon certain symbols belonging to two classes of non-standard codes in precise 
predetermined locations. One class provides symbols which, when read many times by a standard optical media reader, are decoded 
as valid but having variable values. A second class embodies codes which are immediately recognized by the player's decoder as invalid. 
The first class of non-standard codes can be read by a standard optical media reader but cannot be written or reproduced by standard optical 
media recorders and mastering equipment, and its presence on optical media thereby serves to identify the optical media as authentic, as 
opposed to an unauthorized copy, which will lack these special symbols. Symbols belonging to the second class of non-standard codes 
serve to protect the reading of symbols belonging to the first class from being altered or stabilized by the enDr-correcting system of the 
player. Patterns combining symbols of these two classes provide a non-copyable mark for automatically verifying the authenticity of optical 
media and protecting the data recorded thereon from being usable except when present cm authentic rnedia. 
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DIGITAL OPTICAL MEDIA AUTHENTICATION AND COPY PROTECTION 

METHOD 

FIELD AND BACKGROUND OF THE INVENTION 

The present invention relates to data protection in general and to 
protection of data on optical media, such as Compact Disc Digital Audio (CDDA), 
Compact Disc Read-Only Memory (CD-ROM), and Digital Video Disc (DVD). The 
present application utilizes the terni "digital optical media** to denote any media 
which stores data in digital form which can be read by optical means, including but 
not limited to laser. The present application utilizes the temri "data" to refer to any 
information stored on media, including, but not limited to text, images, program 
instructions and parameters (collectively known as "software"), audio, and video, 
including interactive graphics and motion pictures. 

Digital optical media is well-known in the art and is utilized to store large 
amounts of data in digital fomr), such as audio data, video data, software data, or 
document data. Software, document, and audio-visual data ("mutti-media" data) 
may be read and utilized by a computer from digital optical media, such as 
Compact Disc Read-Only Memory (CD-ROM). There are also widely-available 
players for reading data from digital optical media and using this data to 
reconstruct audio, visual, text, and audio-visual information. Such players include, 
but are not limited to. CD players. CD-ROM multi-media players, game-playing 
systems, and DVD-players, which can reproduce sound, images, text, and motion 
pictures from data stored on digital optical media. Some computers are also 
configured to duplicate the functionality of CD players, CD-ROM multi-media 
players, game-playing systems, and DVD-players. 

In order to protect the proprietary rights of the creators or owners of the 
data recorded on media, it is desirable to be able to determine if a particular 
instance of media is authentic or if it is an unauthorized copy. It is furthermore 
desirable to be able to effect such a determination in an automatic way, such as 
by computer without having to rely on a physical inspection of the media. It is also 
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desirable to be able to prevent the copying of data stored on media, or, 
equivalents, to render an unauthorized copy of the data unusable. The present 
application will utilize the tenn "authentication" to denote determining whether an 
instance of media is original as opposed to an unauthorized copy, and will utilize 
the temi "copy protection" to refer to any method which prevents unauthorized 
copying of data, which renders unusable an unauthorized copy of that data, or 
which permits only authorized copies of the data to be usable. 

In the case of optical media, small-quantity duplication of data is 
possible with an optical media recorder, such as a CD-ROM recorder. Low-cost 
optical media recorders are generally available to the public, and it is both easy 
and inexpensive for an ordinary consumer who has access to such a device to 
duplicate the data on a piece of optical media, in violation of the copyrights or 
other proprietary rights which may exist for the data on such media. 
Large-quantity duplication requires a mastering machine, a technology which is 
expensive and not generally available. Certain commercial enterprises, however, 
duplicate optical media on a mass scale in violation of the copyrights or other 
proprietary rights which may exist for data on such media. Although such 
duplication requires special equipment, it results in a large quantity of 
unauthorized copies. Both small- and large-scale unauthorized copying deprive 
the creators and owners of data stored on media of control of the distribution and 
use of their property. There is therefore a widely-recognized need for. and it would 
be advantageous to have, an automatic method of verifying the authenticity of a 
particular instance of optical media, and a method of preventing the copying of 
data stored on optical media both on a small scale by consumers and on a large 
scale by commercial enterprises. 

Description of Prior Art Digital Optical Media 

Digital optical media technology is established according to a series of 
intemational standards, all of which are incorporated herein by reference, and are 
collectively referred to hereinafter as "standards". For example, some specific 
common standards applicable to CD's include: the International Standards 
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Organization (ISO) standard 9660 entitled "Information Processing — Volume and 
File Structure of CD-ROM for Information Interchange, ISO standard 13490-1". 
the Intemational Electrotechnique Commission (CEI-IEC) standard 908 (also 
known as the "Red Book"), and ISO/IEC 10140 (also known as the "Yellow 
Book"). 

Fig 1 is a cross-sectional schematic of a portion of the data surfece of a 
digital optical medium. Refening briefly to Fig. 1, according to these standards, 
illustrates digital optical media having at least one layer of transparent refractive 
material 10 which has data recorded on one surface which is coated with a 
reflective material 12, and covered with an optional protective layer 14. Reflective 
material 12 in combination with transparent refractive material 10 produces 
transparent reflective layer 24 whose optical properties depend on the properties 
both of reflective material 12 and transparent refractive material 10. Transparent 
reflective layer 24 comprises the data surface (/.e. the surface on which optically 
detectable features that conrespond to digital data reside) of the digital optimal 
medium. Layer 24 usually resides on one surface of a thick transparent 
disc-shaped substrate (substrate thickness is 1.2 mm for CD and 0.6 mm for 
DVD). Layer 24 is embossed directly onto a surface of such disc-shaped 
substrate when mass-producing digital optical media. Different embodiments of 
digital optical media have different numbers of transparent reflective layers 24. 
CD's for example, have a single such layer, while DVD's have up to four such 
layers (two on each side of the disc substrate). Within transparent reflective layer 
24 there are regions 16 having different optical properties such that their 
reflectivity varies significantly from one region to the next. A region 18 of high 
reflectivity will retro-reflect most of the incident light passing into transparent 
refractive layer 10. whereas a region 20 of low reflectivity will absorb or scatter 
most of the incident light passing into transparent reflective layer 10. Different 
embodiments of digital optical media utilize diffierent optical principles to achieve 
this difference in reflectivity. In digital optical media that is mass-produced by 
plastic molding apparatus, for example, the difference arises from changes made 
in the local thickness of transparent reft-active layer 10, whereas for digital optical 
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media that are recorded individually by a computer-controlled optical recorder 
(e.g., write-once media such as CD-R disks), the difference arises from bulk 
changes to the refractive index of transparent refractive layer 10. 

Reading Data from Digital Optical Madia 

In order to read the data written onto digital optical media, such as CD 
and DVD. the media is rotated at a precisely-controlled speed, and light from a 
laser is focused through the disc-shaped substrate into transparent reflective layer 
24 from which it is reflected back to a detector which measures the intensity of the 
reflected light. During the recording or manufacturing process of the digital optical 
media, the optical properties of the layer 24 are physically modified according to 
the data to be recorded so that the reflected light will vary significantly in intensity 
depending on where the laser light strikes. Typically, there are two different 
intensity levels for the reflected light. A region 18 which reflects a high intensity of 
the laser light is referred to as "land", and a region 20 which reflects a low intensity 
of light is referred to as "pit". Pits and lands may be physically implemented in 
different ways, but they always have the property of reflecting discemibly different 
light intensities. Moreover, pits and lands are specified by the standards to have 
sharp, well-defined boundaries 22. so that according to the standards it is 
normally possible to precisely identify the location where a pit ends and a land 
begins and where a land ends and a pit begins. The present application utilizes 
the term "edge" to refer to a precise, well-defined boundary between one region 
and another, as for example, boundary 22. 

Data is recorded onto digital optical media in a spiral track along which 
these patterns of pits and lands are laid out in a linear fashion. As the media 
spins, the laser light sweeps along the track and its reflected intensity depends on 
whether the light falls on land (high reflectivity) or pit (low reflectivity). A change in 
the reflected intensity is refen-ed to as a "transltion\ and whenever the intensity of 
the reflected light changes from one value to another, (that is. when the incident 
light passes either from land to pit or from pit to land), the detector circuitry signals 
that a transition has occun-ed. It is not the intensity of the reflected light, however. 
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but rather the precise timing of these transitions from one intensity to the other 
(relative to a data clock maintained within the digital data detector of the medium 
reader) which represents the digital data recorded on the media. The standards 
imply that a detected transition will indicate the position of an edge. 

5 Data Representation 

Digital data is represented within a computer or digital optical media 
player as a series of "bits" (binary digits, i.e., Vs and O's), where 8 bits are typically 
grouped into a data unit referred to as a "byte". In general, the sequence of bits in 
unconstrained in the sense that any specific bit can be succeeded by a 1 or a 0. It 
10 is not desirable, however, to record unconstrained data on digital optical media 
using the recording technique previously described (e.g., if pits represent I's and 
lands represent O's or if a transition occurs only when a 1 is recorded), because 
transitions may then occur too frequently or not frequently enough, depending on 
the data. For example, a long sequence of 1*s or a long sequence of O's would 

15 result in a very long space between transitions, and this would cause the data 
decoder clock to lose synchronization with the data recorded on the track. 
Moreover, on extremely long runs of 1 's or 0*s would cause a very long space to 
occur between successive pits in the in-track direction, this could interfere with the 
ability of the playback spot to follow such a track. A series of alternating I's and 

20 0*s on the other hand would result in a very short space between transitions and 
would require the media reader to have an extremely small focused spot size. To 
avoid these problems, therefore, digital optical media standards specify a 
bi-directional mapping between bytes of the data stream and representations 
thereof, known as "symbols", recorded on the media. The mapping is 

25 bi-directional since any given data byte can be mapped into a unique symbol, 
which in turn can be mapped uniquely back into the original data byte. That is. 
these two directional mappings of the bi-directional mapping are inverses of one 
another. The specific mappings of digital optical media according to the present 
standards are such that prior to recording, every byte of data is encoded to 

30 convert it to a constrained binary sequence that exhibits at least a desired 
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minimum number of 0*s. but not more than a desired maximum number of O's. 
between any two 1's. The inverse directional mapping converts these bit 
sequences back into the original data bytes when the digital optical media is read. 
The constraints which specify the minimum and maximum number of consecutive 
O's are known as "run length-limited rules", or "RLL njles". 

This is illustrated as follows for the special case of a CD, where data 
bytes are converted to a 14-bit constrained sequence using a bi-directional 
mapping known as the Eight-to-Fourteen-Modulation (EFM) code, as is partially 
illustrated by way of example in the table of Fig. 2, to which reference is now 
briefly made. (Other fomis of optical media, such as DVD. use a similar, but not 
identical bi-directional mapping.) The table of Fig. 2 has two columns, referenced 
26 and 28, which list the byte values and the corresponding channel bit EFM 
codes, respectively. Each 14-bit EFM code sequence observes strict limits in the 
spacing of the transitions along the digital optical media data track. In the EFM 
code sequences, transitions are indicated by rs. and no variation of the media 
track feature (/.a. pit or land) is indicated by O's, but only certain patterns are 
used. The defined EFM code sequences embodied on the CD have the property 
that region lengths are all integer multiples of an elementary length unit. 
Furthermore, edges occur no closer than three (3) elementary length units from 
one another, and no further than eleven (11) elementary length units from 
another. The value of an elementary length unit which corresponds to a single 
EFM code bit, may vary from one embodiment to another, but in CD digital optical 
media it is nominally on the order of 0.3 ^m (micrometers). There are 256 different 
valid EFM codes which have been arbitrarily assigned to represent the 256 
different byte patterns, and it is the EFM code sequences which are actually 
recorded on the digital optical media data track. The individual bits of these code 
sequences are referred to as "channel bits" of the recorded data, of which EFM 
encoding is but one embodiment of channel coding. A complete channel bit 
sequence representing a byte of data is known as a "symboP. For a CD, this is a 
14-channel bit EFM code sequence. 
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Referring briefly to Fig. 3 which is a schematic illustration of digital 
signals, the player detects transitions and indicates them by a pulse 30 in tinr>e. 
and it indicates an absence of transition by a constant signal value 32.This pulse 
signal can be obtained by taking a rectified derivative of signal 36 which is output 
by the disc player as its focused read spot scans the data track segment formed 
by pits 36. When the signal is plotted as an ordinate 38 against a time abscissa 
divided into suitable time units 36. which correspond to the scanning of a single 
elementary length unit (channel bit) along the optical media track. The positions of 
the transitions 30 indicate the channel bit I's. and the constant signal positions 
indicate the channel bit O's. In the example of Fig. 3, the detected 14-bit EFM 
code sequence 10001000100000. Refemng to the table in Fig. 2 shows that the 
byte encoded by this particular symbol has a byte value 03. 

To further insure that the minimum and maximum length limits that 
separate transitions are strictly observed, successive 14-bit EFM code sequences 
are joined by special 3-bit groups known as "merge bits" which contain no 
information, but are able to produce a transition if needed to maintain the 
transition spadng constraints. The use of such encoding as EFM places 
reasonable bounds on the frequency spectrum of the playback signal 35 
regardless of the data recorded along the track and enables digital data to be 
read from the media with sufficient accuracy. When the player reads the digital 
optical media track, the timing of the channel bit transitions is rr>easured relative to 
the period of the data detectors internal clock) to determine which code sequence 
is present, and this is then translated by a look-up table into the corresponding 
data byte value. 

Physically, the channel bits are represented in the digital optical media 
as regions of pits alternating with regions of lands, such that the regions have 
well-defined sizes in the in-track direction which are integer multiples of a size 
corresponding to the length unit, a channel bit As stated previously, for CD. this 
size is about 0.3 ^m, and the minimum size of a region is three times this size (for 



WO9SA>8180 



PCT/IL97/0a266 



a total length of about 0.9 \.im), while the maximum size of a region is eleven times 
this size (for a total length of about 3.3 urn). 

Frames 

In CD recording, EFM encoded symbols are used to build groups of data 
units called "frames", through which higher-level data organization and 
coordination is achieved. By way of example, FIG 4, to which reference is now 
briefly made, illustrates a frame for a CD. 

The CD frame begins with a synchronization header 40, which is a 
special sequence of transitions used by the player to detect the beginning of the 
frame, to calibrate its timing, and to adjust the rotational speed of the media. 
Following the header is a special control symbol 41, which is followed by 12 data 
symbols 42. four error connection symbols 44, 12 more data symbols 46. and 
another four en-or correction symbols 48. for a total of 33 symbols. Each EFM 
encoded symbol 43 comprises 14 channel bits, and adjacent symbols are 
separated by a pattern of 3 merge bits 45. A group of a specified number of 
successive frames is refen^ed to as a "sector". On a CD, for example, 98 
contiguously recorded frames constitute a sector. Sectors recorded on CD digital 
optical media track are assigned unique numbers, and because each frame is 
uniquely identified by its number within a sector, and each symbol is uniquely 
identified by its number within a frame, it is thus possible to uniquely specify any 
individual symbol on the disk. The present application utilizes the term "address"* 
to refer to the unique position of a specific symbol on an instance of digital optical 
media. 

Error Correction 

Transitions are physically represented by microscopic patterns of pits 
and lands, and excessive physical damage to the media surface, such as a 
scratch, can obscure the precise location of the region boundaries and thereby 
corrupt the data reading. To protect against such hazards, the media is written 
with additional, redundant data in the form of error correcting symbols, also known 
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as "redundancy symbols". These are nnathematically determined to correspond to 
the other data written on the media in such a way that the player can use them as 
it reads the media not only to determine if errors have occunred, but also under 
certain conditions to con^ect en^ors. A fixed number of data symbols, together with 
fixed number of assigned redundancy symbols computed for them form a data 
structure known as an error correction "codeword", and a symbol can be part of 
one or more different codewords. Since the redundancy symbols are computed in 
each case for a specific series of data symbols in the codeword, a change in 
those data symbols (such as through corruption or damage to the media) may be 
detected by mathematical operations involving the redundancy symbols. Methods 
for choosing and implementing appropriate error conrection coding are well-known 
in the art. Many of these methods utilize implementations of the Reed-Solomon 
en-or-correcting algorithm. For example, the error conrection code (ECC) 
employed in the CD system is refen-ed to as the "Cross-lnterieave Reed-Solomon 
Code" (CIRC). There is an additional ECC level used in CD-ROM's known as the 
-Reed-Solomon Product-Like Code" (RSPC). This RSPC error-conrecting system 
is also used in DVD's. 

Invalid Symbols 

The present application utilizes the term "erroneous symbol" to refer to 
any symbol which will cause the en^or-correcting system of a digital optical media 
player to detect that a symbol in a particular codeword does not have the proper 
value. The present application utilizes the term "invalid symbol" to refer to any 
channel bit sequence which can be written to digital optical media but which does 
not correspond to a possible symbol value as specified by the bi-directional 
mapping cited in the applicable standards for the digital optical media. By its very 
nature, an invalid symbol will always be detected by the media player as an 
erroneous symbol. Moreover, it will be detected as an enoneous symbol 
immediately by the player's decoder, even before the application of any 
error-detecting and con^cting system. 
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As the optical media player reads the channel bit sequences 
corresponding to each symbol from the digital optical media, it checks them to 
make sure that they are valid. For example, if a CD player encounters a channel 
sequence with two transitions less than 3 or more than 1 1 time units apart, it flags 
that symbol as invalid, since the channel bit sequences used in CD are the EFM 
code sequences and no valid EFM code sequence has such transitions. An enx)r 
of this sort is referred to as a "mn length limited" (RLL) en^or. 

There are also certain symbol patterns which are not used in the EFM 
bi-directional mapping of the 256 byte values. Out of a total of 267 different EFM 
symbols that obey the RLL rules, 256 are used to represent the different values of 
data bytes which are possible, and two are reserved for special use. leaving nine 
symbols which obey the RLL rules but which do not appear in the EFM 
bi-directional mapping and are therefore undefined. These undefined symbols are 
also detected by the EFM decoder as invalkl codes. The present application will 
use the term "undefined symbol" to refer to such a symbol whose channel bit code 
sequence is unused and undefined by the bi-directional mapping of applicable 
standards. 

Whether an invalid symbol causes an RLL en-or, or is simply an 
undefined symbol the invalid symbol is flagged by the decoder. A flagged symbol 
represents an error in a known position and is referred to as an "erasure". Under 
normal circumstances an invalid symbol implies that the media has been 
damaged in such a way that the transition timing cannot be read properly. In 
certain conditions, such en^ors may be con-ected by the ECC decoder. 

It is also possible that a symbol might have been damaged, but in such 
a way that it corresponds to a valid channel bit sequence. In this case, there is an 
en^or, but it cannot be immediately recognized as such, nor can its position be 
immediately detected. To guard against such en-ors, the ECC decoder checks 
every recovered ECC codeword to determine if any of its constituent symbols 
have been read erroneously. In certain conditions, such errors may also be 
corrected by the ECC decoder, but the number of such enters which are 
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correctable is only half as large as the number of correctable erasures (since the 
position of an erasure is known when it is detected, but the position of a 
non-erasure error must be separately determined). 

Data Interleaving 

Symbols occurring sequentially on the data track of digital optical media 
do not coTespond to sequential bytes of in the input stream of user data. Rather, 
each byte of sequential data is assigned a non-sequential address within a 
specific frame when its corresponding symbol is written onto the disk. This is 
known as "interleaving; and is schematically illustrated in Fig. 5, to which 
reference is now briefly made. A series of sequential data bytes 50 divided into 
groups 52 of 24 bytes is mapped into a con^esponding series of symbols which 
are sequentially recorded on the data track of the CD. As previously mentioned, 
data sequentially recorded on the data track in sequentially divided into frames 
56. A particular data byte 58 is mapped to a symbol in a spedfic location in a 
specific frame 60. and the next byte 62 within the same group is mapped to a 
symbol in a much later frame 64. This process is repeated so that the next 
sequential byte 66 is mapped to an even later frame 68. In a similar way. previous 
data byte 70 has been mapped to frame location 72 in the space between later 
consecutive bytes 58 and 62. The precise mapping for CD*s is illustrated in the 
table in Fig. 6. In general, every kind of digital optical media will have a mapping 
between the position of the data bytes which exist in the output stream of a player 
of the digital optical media and the address of the symbols on the digital optical 
media which correspond to those data bytes. 

The purpose of interleaving is to spread out the physical locations of the 
sequential input data over the media so that localized damage to the media 
surface will not grossly impact any one segment of the data. Instead, the effect of 
the damage will be distributed over a large area. In particular, the interleaving is 
chosen to sufficiently insure that reasonable levels of digital storage medium 
imperfection damage will corrupt only a few constituent symbols of an ECC 
codeword. This will insure that the position of the erroneous symbols in the 
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codeword can be located and that then correct values can be calculated when the 
ECC codeword is decoded in such a way that only small number of erroneously 
recovered data symbols {i.e., errors) will occur in any one contiguous segment of 
the data. 

The input bytes of data to be recorded on a CD are considered to be in 
groups of 24. The size of this group corresponds to the number of input data 
symbols within a frame on the media data track. Fig. 6, to which reference is now 
briefly made, illustrates precisely how sequential bytes of data in 24-byte group n 
(column 74) are mapped to non-sequential frames (column 76) and symbol 
locations (column 78) within those frames on a CD data track. It may be noted 
from Fig. 6 that no data is mapped to frame symbol number 0, since this location 
is where the control symbol is placed. Furthermore, no data is mapped to frame 
synnbol numbers 13. 14, 15, and 16. nor to frame symbol numbers 29, 30, 31. and 
32, since these locations are used for the error-correcting redundancy symbols. 

The Phases of Data Re-ordering and Error Correction 

During the reading operation, the player re-orders the data symbols 
contained in the sequentially recovered frames recorded on the media into their 
correct sequence. For CD digital optical media there are two separate phases of 
the data reordering, and at each phase a different set of error correcting code 
words are formed and checked (by the ECC decoder) for errors. Other 
embodiments may employ additional phases. This is schematically illustrated for 
CD s in Fig. 7. reference to which is now briefly made. The decoded channel bit 
symbols 80 corresponding to the last 32 symbols of each recovered frame pass 
through a partial de-interieaving step 82, comprising a number of delays 81 for 
selected symbol positions. Then "CI", the first level of error correction 84 is 
applied to the resulting 32-symbol CI ECC codeword. This is followed by a furtiier 
partial de-interieaving step 86, after which "C2", the second level of error 
correction 88 is applied to the resulting 28-symbol C2 codeword. The final 
de-interleaving step 90 results in the data bytes 92 being reassembled into their 
original input sequence order with the two levels of error correction having been 
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applied in the process. (The four CI code redundancy symbols and the four C2 
redundancy symbols are discarded after C1 and C2 decoding, respectively.) 

In the first phase 84 the CI decoder may be able to correct errors not 
only in the 24 data symbols, but also errors in the four C2 redundancy symbols 
that comprise the CI codeword. Each of the 24 data symbols in a particular CI 
codeword was originally contained in one of 24 different input data frames. Each 
of the four C2 redundancy symbols belong to one of four different C2 codewords; 
all four C1 redundancy symbols below to the particular C1 codeword. The C2 
codeword obtained in the second level error correction comprises 24 input data 
symbols taken from only two input data frames and the four C2 parity symbols all 
belong to the particular C2 codeword. 

Each phase of the CIRC error-correcting decoding is able to detect the 
existence of erroneous symbols in a specific codeword, and within any such 
codeword may correct up to two erroneous symbols whose locations within the 
codeword are unknown. Error locations are nomnally unknown when the 
erroneous symbols were obtained from valid EFM code sequences, for such 
errors are not immediately recognizable by the EFM decoding process as such. If, 
on the other hand, the locations of the erroneous symbols are known, the CIRC 
method may correct up to four erroneous symbols. Error locations are normally 
known when the errors correspond to invalid EFM code sequences which were 
previously marked by the EFM decoder as erasures. Thus, each phase of error 
correction may correct up to 4 valid symbols which are erroneous, and up to 
erasures, such that and t, jointly satisfy the inequality 2t^ + < 5. Each phase of 
error correction may thus also correct one valid symbol which is erroneous and 
two erasures. Errors in excess of these limits will be detected with finite 
probability, but the player will not be able to conrect them. Note that the probability 
of detecting that an ECC codeword contains an non-con^ectable number of errors 
decreases as the number of errors in the codeword increases. 

If the decoder fails to detect that a non-correctable number of errors has 
corrupted a specific codeword, it will deliver (at its option) a valid codeword that is 
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different from the original (corrupted) codeword. This output codeword will, in 
general, have symbol values in several codeword locations that are different from 
those in either the original uncon-upted codeword or the conupted original 
codeword. 

Thus, the player reorders the data from the symbols recorded on the 
digital optical media track and while so doing, it attempts to detect enx)rs and to 
con-ect them in two related, but distinct, phases. In this manner, under normal 
conditions a player will be able to recover virtually en-or-free all the data from 
digital optical media which has been subjected to ordinary care in handling. 
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SUMMARY OF THE INVENTION 

Optical Media Authentication by Using Special Non^Copyable Symbols 

According to the present invention, there is provided digital optical media 
comprising at least one non-copyable symbol stored thereon. By recording the 
digital optical media to include such special (non-standard) symbols which can be 
read by ordinary media readers, but which require special recorders or mastering 
equipment to write, it will be possible to identify the digital optical media as 
authentic and distinguish it from an unauthorized cc^y by detecting such 
non-copyable symbols. The present application utilizes the tenm "non-copyable 
symbol" to refer to a symbol on optical media which is readable as a valid symbol 
by ordinary players of the optical media and which is distinguishable from a 
regular symbol by ordinary players of the optical media, but which does not 
conform to the applicable spedfications for the optical media in such a way that it 
is not reproducible by ordinary recorders and mastering equipment for the optical 
media. Such special recorders and mastering equipment would not be generally 
available to either the public or to commercial optical media replicators. When 
optical media is recorded or manufactured with these non-copyable symbols, an 
ordinary player will be able to detect them on the original authentic media. 
Unauthorized copies, however, will not have them. t>ecause the ordinary 
recorders or mastering equipment used to make the copy will be unable to 
reproduce them. In every other respect, though, the unauthorized copies may be 
identical to the original. 

To verify the authenticity of optical media when this scheme is utilized. 
the media is scanned by the reader to detect these non-copyable symbols. If they 
are present, the optical media is determined to be authentic. Othenwise. it is 
determined to be an unauthorized copy. This determination can t>e done 
automatically as the optical media is read (such as by computer) without the need 
for a separate physical inspection of the optical media. 



15 



wo 98/08180 



PCT/IL97/00266 



Copy Protection by Using Patterns of Non-Copyable Symbols 

According to the present invention, non-copyable symbols can be used 
not only for optical media verification, but also for copy protection. There are 
several ways of implementing copy protection using non-copyable symbols. A 
simple way is for the software on the optical media to check for the presence of 
the non-copyable symbols. If they are present, the software will have determined 
that the optical media is authentic and will execute the application. Othenvise. the 
software will have determined that the optical media is an unauthorized copy and 
will refuse to mn. This nomnally renders the copy unusable, but does not provide a 
high degree of security against schemes which seek to defeat the copy protection. 
According to the present invention, another method of copy protection which 
provides a higher degree of security is to encrypt the data on the optical media 
using an acceptable encryption method, ^such as the DES algorithm, and to 
encode the decryption key in a special pattem of non-copyable symbols. The 
present application will utilize the term •'signature" to refer to such a special 
pattern of non-copyable symbols on optical media, such that infomriation, such as 
a decryption key, may be encoded within the special pattem. Software on the 
optical media will recover the decryption key from the signature and employ it to 
decrypt the data on the media so that it will be usable. If the optical media is an 
unauthorized copy, however, it will lack the signature, and hence the software will 
be unable to decrypt the data on the disk. In this way, an unauthorized copy is 
rendered unusable. 

Creating Non-Copyable Symbols 

Further according to the present invention, it is possible to create 
non-copyable symbols for digital optical media by carefully departing from the 
standards for writing data so that the decoded value of the symt>ol is no longer 
well-defined, but such that the reader will interpret the symbol as a valid symbol 
having one of two different predetemiined data values which will be randomly 
interpreted for the symbol during each separate reading operation. The present 
application will utilize the term "ambiguous symbol" to refer to such a 
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non-copyable symbol whose data value is not well-defined according to the 
standards for digital optical media. 

Overriding Error Correction 

In ordinary use. error detection and correction is desirable, as it reduces 
the probability that the data read from digital optical media and delivered to the 
user will become cormpted by minor physical damage to the media. 
En-or-correcting, however, interferes with the reading of the (non-copyable) 
ambiguous symbols which serve to identify optical media as authentic, since the 
ambiguous values will be adjusted by the error correcting circuitry to stable 
values. It is therefore necessary to ovenide the error connection in specific 
locations, so that the ambiguous symbols can be detected. 

A simple way of bypassing error connection in the writing of ambiguous 
symbols is to write them in the final sector of the lead-out area of a CD-ROM disk, 
for example. This is not completely satisfactory, however, as it restricts the 
location of the ambiguous symbols. The present invention overcomes this 
disadvantage by providing a method for oveniding the error conrection in arbitrary 
locations on digital optical media, thus allowing ambiguous symbols to be written 
in many locations. 

The overriding of error correction according to the present invention 
makes use of the fact that the mathematical principles of the Reed-Solomon 
error-correcting algorithm do not distinguish between an enx)r in the data symbols 
and an error in the error correcting redundancy symbols themselves. The 
oveniding of the ECC is accomplished by causing a non-con-ectable pattern of 
erroneous symbols to occur in the ECC portion of the codeword. The 
non-correctable error pattern is immediately recognized by the ECC decoder as 
being non-correctable. The ECC decoder will not attempt to change the values of 
any symbols of an ECC codeword that is corrupted by the detected 
non-correctable error pattern. 
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Moreover, the overriding of the ECC is applicable to a wide variety of 
digital optical media, including CD. CD-ROM. and DVD. and it is usable for digital 
optical media recordings which are both mass-produced by plastic molding 
apparatus as well as those which are produced in small quantities by individual 
5 recorders controlled by desktop computers, workstations, and the like. 

The method of the present invention by which correction of en^oneous 
and/or erased symbols recovered from digital optical media by the media reader's 
ECC decoder is overridden involves several innovations in writing and fomnatting 
data to digital optical media. The present method further discloses a class of 
special patterns to be recorded onto digital optical media, consisting of invalid 
channel bit sequences written on the digital optical media. 

Furthermore, in accordance with an embodiment of the present 
invention, fourteen bit codes which are invalid are marked onto CDDA, such as 
compact disks. A standard CD reader will read these invalid fourteen bit codes 
ambiguously (i.e. sometimes the CD reader will produce one eight bit code and 
sometimes it will produce a different eight bit code for the same invalid fourteen bit 
code). 

Additionally, the present invention utilizes the invalid codes for at least 
two different purposes. In one embodiment, the present invention utilizes the 
invalkJ codes to mark compact disks identifying data. Thus, specific invalkl 
fourteen bit codes are written to specific locations on the compact disk. The 
present invention may incorporate an identifying unit which checks the compact 
disk and identifies which, if any, of the fourteen bit codes thereon are invalid. The 
checking operation utilizes the fact that the invalid data will provide ambiguous 
data when read. Thus, the checking operation repeatedly reads the locations 
where markings are expected. If the data in the specified locations is not identical 
for each reading (i.e. sometimes it has one value and sometimes it has another 
value), then the compact disk is marked with invalid codes. The identifying unit 
can also determine if the invalid fourteen bit codes correspond, in location and 
code values, to codes which identify ttie compact disk as being marked. 
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in a further embodiment, the present invention utilizes the marked 
compact disk as a key for protecting software. Before a protected software 
product performs certain operations, it ascertains that a marked compact disk is 
present in its compact disk drive. The marked compact disk has to have the 

5 markings specific to the protected software. If the invalid codes are in the places 
specific to the protected software, the software can operate. If the invalid codes 
are in the wrong places or if there are no invalid codes, the software cannot 
operate. Furthermore, the key can also function as the encryption and/or 
decryption key if the data, or a software program, has been encrypted. Upon 

10 reading the key, decryption software can decrypt the data. 

Finally, a system is disclosed for recording invalid symtjols. on digital 
optical media mastering and recording apparatus. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is herein described, by way of example only, with 
reference to the accompanying drawings, wherein: 

Fig. 1 is a schematic illustration of a data-storage layer of prior art digital 
optical media; 

Fig. 2 is a partial listing of prior art EFM codes used to map 8-bit byte 
values to constrained 14-bit channel sequences: 

Fig. 3 is a schematic illustration of digital signals detected from prior art 
digital optical media; 

Fig. 4 is a schematic illustration of a frame of data on prior art digital 
optical media; 

Fig. 5 is a conceptual illustration of data interieaving on prior art digital 
optical media; 

Fig. 6 is a table showing the prior art mapping of input (user) data bytes 
to frame and symbol locations on a digital optical media track; 

Fig. 7 is a schematic illustration of the symbol reading, en^or checking, 
and reordering operations of a prior art digital optical media player; 

Fig. 8 is a table showing unused EFM channel bit sequences that are 
usable for invalid symbol representation; 

Fig. 9 illustrates some invalid EFM channel bit code sequences with 
run-length-limited (RLL) errors; 

Fig. 1 0A is a table showing the mapping of data bytes to their 
corresponding frame locations and certain C1 redundancy symbols on an audio 
CD; 

Fig. 1 0B is a table showing the mapping of data bytes to their 
corresponding frame locations and certain CI redundancy symbols on a 
CD-ROM; 
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Fig. 11 is a table showing the mapping of data bytes to their 
corresponding C2 redundancy symbols and related CI redundancy symbols; 

Fig. 12 is a schematic block diagram illustration of a mechanism for 
recording non-copyable symbols onto digital optical media; 

Fig. 13 is a schematic illustration of an ambiguous symbol recorded 
onto an original CD, in accordance with a prefered embodiment of the invention 
and the alternative interpretations of the symbol by a digital optical media player; 

Fig. 14 is a schematic illustrations of an ambiguous symbol recorded 
onto an original CD, in accordance with a further preferred embodiment of the 
invention and the altemative interpretations of the symbol by a digital optical 
media player; 

Fig. 15 is a schematic illustration of a marked compact disk, constructed 
in accordance with a prefen-ed embodiment of the present invention and two 
compact disks copied therefrom; 

Fig. 16 is a block diagram illustration of a unit for creating the marked 
compact disk of Fig. 1 5; 

Fig. 17 is a flow chart illusb^tion of a method of identifying the marked 
compact disk of Fig. 15; 

Fig. 18 is a block diagram of a system for encrypting software utilizing 
the marked compact disk of Fig. 15; and 

Fig. 19 is a block diagram of a system for decrypting software utilizing 
the marked compact disk of Fig. 15; 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The present invention describes a method for Identifying original digital 
optical media and distinguishing original optical media from unauthorized copies 
by recording non-copyable ambiguous symbols on the media and protecting them 
5 by oveniding the en-or correction which is normally in effect. The present invention 
furthermore describes a method for copy protection of digital optical media. The 
present invention moreover describes a method of overriding the error con-ection 
normally in effect by replacing the error correction codes (ECC) or symbols with 
invalid symbols, thereby protecting the ambiguous symbols from being conwted 
10 during the media player's attempt to correct what it assunrtes is an "enror". 

Creating and Deleting Ambiguous Symbols 

In the preferred method for creating ambiguous symbols, one of the 
transitions is shifted so that it will no longer be synchronized with the channel data 
detection clock signal. The result is that the decoding of the channel bit code 
15 sequence (the symbol) into an 8-bit data value (a byte) is no longer well-defined. 

Fig. 13. to which reference is now made, illustrates a symbol, referenced 

100 which is recorded onto the authentic original CD. in accordance with a 
preferred embodiment of the invention. Symbol 100 comprises an ambiguous 
transition 102 which has been shifted relative to the clock position 103. The result 

20 is that the detected transitions of the EFM code sequence, generally referenced 

101 are no longer well-defined. The ill-defined transitions of the EFM code 
sequence 101 are indicated by "7'. The media player will "digitize" the transitions 
by synchronizing them with the clock positions. Each transition of a code 
sequence is normally associated with a dock position so that the code sequence 

25 represented by a symbol will be well defined. Since, there is no well-defined clock 
position for shifted transition 102, there are two possible equally valid digitizations 
for this transition, referenced 105 and 107, respectively. 

If the media player digitizes transition 102 to be at clock position 106. it 
will interpret the code sequence as symbol 105. which decodes to a data byte 



WO9S/08180 



PCT/IL97/00266 



with a hexadecimal value of E4. If. on the other hand, the media player digitizes 
transition 102 to be at clock position 108. it will interpret the code sequence as 
symbol 107, which decodes to a data byte with a hexadecimal value of F8. 
Subsequent readings of the symbol will result in a random distribution of 
interpreted data values. Some will be interpreted as E4. while others will be 
interpreted as F8. 

Thus, in order to detect if a symbol is ambiguous, the media player 
reads the symbol a plurality of times. If the interpreted value shows any variation 
from one reading to the next, owing to the two possible values for the symbol, 
then it has detected the presence of an ambiguous symbol. When an ordinary 
copy is made of the optical media containing one or more ambiguous symbols, 
the copy will not contain ambiguous symbols, because standard optical media 
equipment (described hereinabove with respect to Fig. 1) cannot copy the 
ambiguous symbols Specialized equipment is needed to write ambiguous 
symbols. Thus, a copy made according to digital optical media technology 
standards will only contain regular symbols whose values are not ambiguous and 
which will be read and decoded consistently as having the same value. It will thus 
be appreciated that, since ambiguous symbols are non-copyable symbols, they 
can be used for authentication and for copy protection of digital optical media. 

Because the detection of ambiguous symbols involves a random 
process, it is preferable to include a number of ambiguous symbols in order to 
ensure that at least one of the ambiguous symbols is detected. If enough 
ambiguous symbols are recorded on an instance of digital optical media, and the 
media is read a sufficient number of times, the probability of detecting at least one 
of the ambiguous symbols which was written to the original media approaches 
unity. Consequently, if an ambiguous symbol is not detected, it is nearly certain 
that the optical media is an unauthorized copy. 

Reference is now made to Fig. 14. which illustrates an alternative 
embodiment of the invention in which the ambiguous symbol 110 comprises a 
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smooth transition, referenced 1 12. between the pits and lands, in contrast to the 
sharp transition required by the standards. 

Since, there is no well-defined clock position for shifted transition 110, 
there are two possible equally valid digitizations for this transition, referenced 1 14 
and 116, respectively. 

The media player can digitize transition 112 to be at clock position 115. 
and thus will interpret the code sequence as symbol 124, which decodes to a data 
byte with a hexadecimal value of E4. Alternatively, the media player can digitize 
transition 112 to be at dock position 117, which decodes to a data byte with a 
hexadecimal value of F8. Subsequent readings of the symbol will result in a 
random distribution of interpreted data values, either E4 or F8. 

Overriding Error Correction 

As previously described hereinabove, it is necessary to protect symbols 
from being altered by the media player's error-correcting system. It is the purpose 
of the error-correcting system to detect, and if possible, to correct any data whkrfi 
is not read precisely as it was onginaliy written according to the applicable 
standards of the digital optical media. Since ambiguous symbols may be read as 
having two different data values, at least one of these values will be interpreted as 
en^oneous by the player. But. in order to detect an ambiguous symbol, it is 
necessary to read different values for different reading operations, so if the value 
of an ambiguous symbol is altered in an attempt to correct what the reader 
considers to be an error, it will not be possible to detect the symbol as ambiguous. 
It is therefore necessary to override the error connection for the ambiguous 
symbol. It is also necessary, though, not to disable the error con-ection entirely, as 
this would lead to excessive reading errors and unacceptable perfomiance. It is 
therefore necessary to ovenide only the enor correction for specific ambiguous 
symbols. According to the present invention, en-or correction for an ambiguous 
symbol may be overridden by intentionally introducing certain errors in the 
codeword where the ambiguous symbol is located. By so doing, the 
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error-correcting capabilities of the player will be used up on these deliberate errors 
and there will be no alteration of the ambiguous symbol. 

The description that follows is illustrated by way of example for CDDA 
media, but it will be appredated by persons skilled in the art that the principles 
5 herein are applicable to digital optical media in general, and that the present 
invention is not limited to application for that specific embodiment of digital optical 
media, but will apply to other embodiments as well, including, but not limited to 
CD-ROM and DVD. 

Overriding of error correction affects a particular codeword as a whole. 

10 and therefore every symbol within that codeword. It relies on the characteristics of 
the Reed-Solomon error correction algorithm and is equally applicable to all 
implementations of that algorithm, including CIRC and RSPC implementations. 
For the Reed-Solomon algorithm, an error pattem that is composed of 4 errors 
together with erasures is non-con^ectable if 2t^ + f, > cL«. where is the 

15 minimum distance of the ECC (d^ = 5 for both the C1 and C2 ECC employed in 
the CD system). Most detectable/non-correctable error pattems will satisfy 
<4ff,<2fe + ^:^d^+ 1 In general, to ovenide error connection it is possible to 
replace a certain number of the symbols in the codeword containing the 
ambiguous symbol with erroneous symbols. 

20 In an embodiment for a CDDA, such as a CD-ROM. an erroneous 

symbol can be made to occur at a specific location in a selected ECC codeword 
by causing an altered 14-bit EFM code sequence to be written to the media track 
location corresponding to the targeted symbol (other sequence lengths are 
applicable to different media, such as DVD). Such an enx)neous symbol can be 

25 any of the following : 

(i) a valid but incorrect symbol (/.e., one that corresponds to one of the 
255 values that are different from the correct symt>ol value); 
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(ii) an invalid symbol that does not contain an RLL error but which does 
not correspond to any of the possible 256 symbol values or the two 
special symbol values: 

(iii) an invalid symbol which contains an RLL error. 

The advantage of using an invalid symbol is that it will be immediately 
detected as erroneous and hence it will be flagged as an erasure. The advantage 
of using an invalid symbol which does not contain RLL en^ors is that it does not 
exceed any of the timing limits for EFM encoding. This is a preferred embodiment 
of invalid symbols for CD's. 

In a preferred embodiment of ovemding error correction, erroneous 
symbols are substituted within certain ECC codewords at particular locations to 
create a non-correctable error pattern. Though the digital optical reader of the 
ECC decoder reading the digital optical media will be able to detect the 
non-correctable en^or pattern, it will not attempt to carry out any error connection of 
the comjpted ECC codeword containing the en^oneous and erased symbols. The 
values of the erroneous and erased symbols will remain unaltered. 

In a further preferred embodiment of the invention, the detected 
non-correctable error pattern comprises errors or erasures principally located in 
the redundancy bytes of the targeted ECC codewords and further comprises 
en-ors or erasures in the input data symbols contained in the targeted codewords. 

Although the redundancy symbols will not be returned by the digital 
optical reader to the requesting software application, the latter altered input data 
byte will be visible to the application and thus can be used to cause some specific 
action to occur. 

Reference is now made to Figs. 8. 9. 1 0A and 1 1 in order to illustrate the 
method for ovemding the en^or conrection codes (ECC) of a specific erroneous or 
erased symbol on an audio CD. 

Fig. 8 illustrates a table of unused 14-bit EFM channel bit sequences 
(/.a. those sequences are not used to represent any of the possible 256 byte 
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values in the CD system specification). Each ccxJe, represented by a row. 
referenced r1. r2...r9, does not correspond to a valid channel bit sequence. For 
example, the channel bit sequence 01001000000000 (row r7) is invalid since it 
does not correspond to any byte value or other assigned value. 

Fig. 9 illustrates two examples of 14-bit channel data sequences, referenced 
140 and 142. which violate the EFM run-length-limited (RLL) channel bit encoding 
rules. Sequence 140 is invalid because it causes two transitions 142 which are 
less than three (3) clock periods apart. Sequence 144 is invalid because it causes 
adjacent transitions 146 which are more than eleven (11) dock periods apart. 

It will be appreciated by persons knowledgeable in the art that any other 
invalid EFM sequences which do not conform to the CD standards may be used. 
It will also be appreciated by persons knowledgeable in the art that other optical 
media may use other sequence lengths, such as a 16-bit sequence in DVD 
systems. 

Fig. 1 0A is a table showing the mapping of 24 sequentially input audio 
CD sector data bytes to their conresponding locations in the frames that are 
contiguously recorded along the disk data track. Fig. 1 1 is a table showing the 
mapping of data bytes to their con'esponding C2 redundancy symbols and the 
related CI redundancy symbols on both an audio CD and a CD-ROM. 

The table of Fig. lOA comprises five columns, referenced 120, 122. 124. 
126 and 114. Column 120 lists the numbers of the data bytes in the nth 24-byte 
sector sub-block to be made ambiguous. Columns 122 and 124 list the frames 
and symbol numt>ers. respectively, corresponding to the data bytes in column 
120. Columns 126 and 128 list the corresponding CI error correction symbols in 
the corresponding frame for specific symbols numbers 29 and 31 (column 126) 
and symbols numbers 30 and 32 (column 128). Specific symbols numbers 29, 30. 
31 arkd 32 are selected by reference to the International Electrotechnique 
Commission (CEI-IEC) standard 908 ("Red Book") specifications, using analysis 
criteria, known in the art. 
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The table of Fig. 11 shows the mapping of data bytes to their 
corresponding C2 redundancy symbols and the related CI error correcting 
symbols (/.e.. the CI redundancy symbols used to correct errors in the C2 
redundancy symbols). Fig. 11 comprises four columns, referenced 132. 134, 136 
and 138. Column 132 lists the C2 byte and symbol number, column 134 lists the 
C2 symbol and frame numbers, column 136 lists the frame corresponding to 
symbols numbers 29 and 31. and column 138 lists the frame corresponding to 
symbols numbers 30 and 32. 

It will be appreciated by persons knowledgeable in the art that the 
specific steps for ovemding error con-ection will depend on the media and the 
recorder utilized. For example, CD-ROM recording involves swapping 
even-numbered and odd-numbered input data bytes, whereas there is no such 
swapping in audio CD recording. Fig. 10A illustrates the mapping of data bytes to 
their corresponding frame locations and certain CI redundancy symbols on an 
audio CD. Fig. 1 0B is similar to Fig. 10A and illustrates the mapping of data bytes 
to their corresponding frame locations and certain C1 redundancy symbols on a 
CD-ROM. 

It will also be appreciated by persons knowledgeable in the art that 
recorders may "offeef input data by multiples of four bytes and that first togical 
byte may be located in one of six positions (0. 4, 8. 12. 16. or 20, defined in the 
Yellow book) in the 24-byte sub-block. These six locations are known as the 
"minor offset". 

The method of overriding the error correction of a specific symbol is 
described, for the purposes of example only, with reference to an audio CD (Figs. 
10A and 1 1). In this example, it is assumed that the CD recorder places the first 
logical byte in the first byte sector sub-block, that is with a minor offset of 0. 

The method for ovemding the enror-correction in an audio CD comprises 
the following steps: 

1. Select a data byte, whose error-correction is to be overridden. Identify 
the data byte by its byte number, and its data sub-block (n). For 
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example, referring to the table of Fig. 6, select byte 9 from data 
sub-block 86. That is. n = 86. 

2. Divide the byte number by 4 and examine the quotient. If the quotient 
is even, replace n with n + 2. For example, byte 9 will yield a quotient 
of 2. Since the quotient is an even number, replace n = 86 with n = 88. 

3. The "Cr level of error correction is first overridden. Refierence is now 
made to Fig. 10 in order to find the frame number and symbol number 
of the corresponding symbol whose error-correction is to be 
overridden, as it is located on the digital optical media. Reference is 
made to the row (referenced 130) for data byte 9. For n =88, column 
126 shows that symbols numbered 29 and 31 need to be replaced in 
frame 101 (/? +13) with invalid symbols. Similarly, symbols numbered 
30 and 32 need to be replaced in frame 101 (n +12) with invalid 
symbols. 

4. The second "C2*' level of error correction is now overridden. Reference 
to Fig. 1 1 shows that it is necessary to replace a total of 20 additional 
symbols (detailed below) with invalid symbols, and it lists which 
symbols these are. For byte 9 of data group 86, conresponding to n = 
88, reference to column 134, symbol 13 of frame 137 (n+49), symbol 
14 of frame 140 (n+52), symbol 15 of frame 145 (n+57), and symbol 
16 of frame 148 (n+60) need to be replaced. With reference to column 
136, symbols 29 and 31 of frames 137, 141, 145 and 149 need to be 
replaced. Similariy, with reference to column 138, symbols 30 and 32 
of frames 136, 140. 144, and 148 need to be replaced. 

Data byte 9 of data group 86, will thus have its error correction 
overridden. This symbol's value will not be adjusted by the reader's 
error-conection system and will be read as raw data off the digital optical media. 

By following the hereinakxwe described method, other data bytes of 
other sub-blocks may be similariy overridden. 
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Similarly, by reference to Fig. 10B, instead of Fig. 10A, the 
error-correction of a CD-ROM (with a minor offset of 0) can be ovenklden. 

CD-ROM players utilize a third level of correction, known as the 
Reed-Solomon Product Code (RSPC) error correction. In a further embodiment of 
the Invention, the RSPC error connection process is initially de-activated, (by 
means of software, for example) while the player Is canying out its ECC functions 
and only activated later. 

It will be appreciated by persons knowledgeable in the art that recorders 
should be able to cany out the RSPC correction and thus, all RSPC codewords 
shouW be traced in order to identify any con^inations of target and parity bytes 
which will not be ultimately correctable by the RSPC decoding. 

It will be further appreciated by persons skilled in the art that different 
digital optical media employ different formats and error-correcting protocols, and 
the present invention, illustrated above in particular for an audio CD, will adapt 
itself to different embodiments depending upon the specific choice of the digital 
optical media. 

It will be further appreciated by persons skilled in the art that the above 
described overriding technque is applicable to other digital data employing error 
confection. The method has applications in evaluating the efficiency of digital 
optical media decoder mechanisms, quality control of digital optical media 
production, and the writing of signatures on digital optical media for copy 
protection purposes. 

It will be appreciated that there are nunrterous other enDbodiments which 
may be applied for the overriding or circumventing of the error correctton symbols. 
The number of codewords which are rendered non-correctable can be varied and 
is not restricted to a specific number. Further, there are numerous possible 
processes for effecting the non-conectable codewords. In a non-limiting example, 
non-decodable codewords may be effected by the process of causing erroneous 
target bytes and by causing certain parity bytes to be erroneous when read by CD 
readers employing different CIRC block decoders. This is especially suitable for 
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players which have marginal playback channel bit docks and woukJ be incapable 
of reading a CD having too many invalid EFM sequences. 

Since it is essential that decoders work correctly and are capable of 
recognizing that the ECC codewords are not decodable. the embodiment utilized 
may be varied according to the type of decoder and the maximum number of 
error/erasures it wilt attempt to correct. For example, three enrors per targeted 
codeword may be created to override the error correction. These errors may use 
legal (but incorrect) EFM sequences. AHematively. targeted codewords may 
affected with five invalid sequences. 

It will be further appreciated, by persons skilled in the art. that the 
location of the target bytes in a sector is not restricted to a particular sector. One 
non-limiting example of suitable target sector bytes are the parity bytes of the 
RSPC code used in the CD-ROM. In this case, the changed target bytes will only 
t>e visible during a raw read and it will not be possible to determine the location of 
the errors without decoding the RSPC codewords. 

Writing Signatisres 

Once it is possible to write non-copyable symbols it is possible to write a 
signature, which encodes a value, such as a decryption key. Persons 
knowledgeable in the art will appreciate that there are many possible ways to 
20 encode a signature using non-copyable symbols. One embodiment of a signature 
is to assign a non-copyabte symbol to each binary digit, or bit, of the information 
which is to be encoded in the signature. Depending on the value of a bit (a "0" or 
a T), the address of its corresponding symtK)l would be predetermined 
differently, in such a manner that the occurrence of a non-copyable symbol in a 
25 particular address would uniquely detemnine the value of a specific bit in the 
signature. 

Apparatus for Writing Ambiguous and Erroneous Symbois 

Reference is now made to Fig. 12 which is schematic block diagram 
illustration of a system, generally designated 150, for writing ambiguous and 
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invalid symbols, on digital optical media mastering and recording apparatus, in 
accordance with an embodiment of the invention. 

The system 150 comprises an encoder 162. laser writing control 164, 
and laser 166. standard components known in the art of digital optical media 
5 mastering and recording. Serial data 160 is fied into encoder 162. which creates a 
serial data stream of channel bit sequences corresponding to data symbols and 
the ennor-conecting symbols, and perfonns the data interieaving as needed before 
sending the infomiation in the torn of channel bits to laser writing control 164. 
After this point, laser 166 writes the channel brts onto the digital optical media or 
10 the master for creating the d^ital optical ntedia. 

The system 150 further comprises additional apparahjs. gerierally 
designated 152. which comprises a multiplexer 170. a control unit 172, an 
encoder 162, and ambiguous/invalid symbol generator 174. The 
ambiguous/invalid symbol generator creates a serial data stream of channel bit 

15 sequences corresponding to ambiguous and invalid symbols. Multiplexer 170 is 
driven by timing and control unit 172. which selects its input from encoder 162 and 
ambiguous/invalid symbol generator 174. The additional apparatus 152 is inserted 
between encoder 162 and laser writing control 164. The direct connection 
between encoder 162 and laser writing control 164 is broken as shown by symbol 

20 X (168). 

In this embodiment, most of the channel bit data from encoder 162 is 
passed along by multiplexer 170. but timing and control unit 172 keeps track of 
ttie current frame and symbol that is currentiy being written, and is programmable 
to intercept certain symbols selected according to the metiiods of the present 
25 invention. When timing and control unit 172 detects a symbol position that is to be 
made ambiguous or invalki. it switches ttie output of multiplexer 170 firom the 
normal channel bit sti^am from encoder 162. and substitutes an ambiguous or 
invalid symbol created by ambiguous/invalkJ symbol generator 174. whose timing 
it also controls. 
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Thus, the apparatus 150 creates augmented and invalid symbots in 
predetermined locations on the digital optical media. 

Detecting and Reading Ambiguous Symbols 

As previously described hereinabove, tt is possible to detect ambiguous 
symbols on digital optical media by comparison of multiple readings of the area of 
the media on which the ambiguous symbols are located. The media player will 
read the ambiguous symbols as valid symbols, but will interpret them as having 
randomly different values. In contrast the player will interpret a regular symbol 
which conforms with the standards as always having the same value. Thus, by 
reading the symbol a number of times, it is statistically possible to detect an 
ambiguous symbol. Since the address of a symbol is known upon reading it, the 
player can also detect and decode a signature recorded onto digital optical media 
according to the present invention. 

The present invention includes a marked compact disk which has invalid 
fourteen bit codes thereon and the various methods for utilizing such a marked 
compact disk. 

Reference is now briefly made to Fig. 15 whk:h illustrates a compact 
disk, labeled 250, and one, very enlarged, fourteen bit code 252. In addition. Fig. 
15 illustrates two possible copies 252 and 253 of compact disk 250 with their 
fourteen bit codes 255 and 257. The bits storing a zero are marked with a dot 
and the bits storing a one are martted with an X. Thus, the fourteen bit code 252 
has the bit sequence: 0101000001000. However, since this code has two ones, 
labeled 254 and 256 in Fig. 15, which have less than two zeros therebetween (in 
fact, there is only one zero. Iat)eled 258, betwveen them), fourteen bit code 252 is 
invalid. 

A standard compact disk player will read the fourteen bit code 252 as 
one of a few possible codes. For example, it might read code 252 as its true bit 
sequence 0101000001000 or it might have read it as bit sequence 
0100000001000 or as bit sequence 0010000001000. The compact disk player 
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will then convert the fourteen bit code it has read to the closest fourteen bit code 
for which there is an associated eight bit code. For code 252 the two possible 
close fourteen bit codes are: 

255: 01001000010000 corresponding to the eight bit ode for "0"; and 

257: 00010000010000 corresponding to the eight bit code for "19". 

It is noted that code 255 differs from code 252 in the fourth and fifth bits 
and code 257 differs from code 252 in the second bit only. 

A standard CD player will select one of codes 255 and 257 randomly. 
Thus, an attempt to copy the compact disk 252 will produce one of compact disks 
251 and 253 having codes 255 and 257, respectively, thereon. Compact disks 

251 and 253 are not perfect copies of marked compact disk 250 since a) they 
have incorrect codes for code 252 and b) since the CD player will always read the 
same value when reading either of codes 251 and 253 and when reading code 

252 will read either code 251 or 253. 

In other words, invalid code 252 provides an ambiguous output when 
read by a standard compact disk player and therefore, can be utilized as a 
marking signature on compact disk 250. Since there are 2'* possible fourteen bit 
codes of which only 267 are valid, there are plenty of invalid codes available for 
use as identifiers. 

There are numerous ways to produce invalid codes on a compact disk. 
For example, as described hereinabove with respect to Figs. 13A-C and 14A-C, 
the transition can be shifted relative to the clock position or the code can comprise 
a smooth transition between the pits and lands, in contrast to the sharp transition 
required by the standards. 

Alternatively, the pits and/or lands can be shorter and/or longer than the 
standard. Thus, a pit might represent less than three or more than eleven bits. 
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Fig. 16, to which reference is now made, illustrates one add-on system 
278 to be added to a bitstream generator 280 of a standard compact disk writer, 
such as writer 46. for creating the non-standard surface 60 of Fig. 15. The bit 
stream generator 280 receives the actual data to be stored and fonnat data 
(indicating the location at which a bit is to be written) and creates therefrom a 
bitstream to be written onto the compact disk. To create the surface 60 of Fig. 15, 
add-on system 270 modifies the bitstream. The add-on system 278 includes a 
synchronization generator 282. an error generator 284. a summer 286 and an 
AND gate 288. Synchronization generator 282 produces a synchronization 
("sync") signal at the moment when a bit of data is present. AND gate 288 
produces a control signal when the location data (also input to the bitstream 
generator 280) coincides with a synchronization signal. Alternatively. AND gate 
288 can produce the control signal only when particular location data of interest is 
received. 

The control signal activates the error generator 284 to provide a one bit 
to the summer 286. Summer 286 combines the one bit with the bitstream thereby 
changing the bit of interest to a one. The summer 286 provides the resultant, 
modified bitstream to a laser modulator forming part of the CD writer. 

Reference is now made to Fig. 17 which illustrates one method for 
identifying mari^ed disks with modified data using a standard CD reader. The 
method begins by determining, in loop 290. the locations of the invalid data words 
on the disk. This is found by indicating (step 292) to the compact disk reader to 
read the compact disk. If the compact disk reader finds a bad word in a sector, it 
will consider the sector to be bad. For each bad sector which the compact disk 
reader finds, the method perfomns the loop 294. finding the invalid word (step 296) 
and entering the invalid word into a table (step 298). The table typically lists the 
bad sector and the location of the invalid word within the bad sector. 

Loop 290 is repeated a number N of times. Once loop 290 has finished, 
the resultant table is sorted (step 300) according to the bad sectors. In step 302. 
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the sorted table is reviewed to determine if the invalid words always fall in similar 
locations (e.g. in the same locations or in their neighboring locations). If this is 
true for none of the words, then the compact disk is a fraud and step 303 labels it 
as such. Othenvise. in step 304, the invalid words at the similar locations are 
5 checked to see if they have two different values. If so. then the compact disk has 
ambiguous data. The disk is then a marked disk, as noted in step 305. 

If desired, the locations and values of the invalid words at the similar 
locations (e.g. the "invalid words of interest") can be compared against a 
signature of marked words to identify the compact disk. Step 306 determines 
10 whether or not the signature fonmed from the invalid words of interest match a 
desired signature. If so. the compact disk being read is identified as the con^ect 
disk. Otherwise, it is a disk marked by the method of the present invention but 
with the wrong signature. 

It will be appreciated that the method of Fig. 17 is operative for invalid 
fourteen bit codes within the data portion and within the error correction, or otfier 
control bit. sections of the frame. 

It will further be appreciated that the method of Fig. 17 both identifies 
that a disk is marked and detennines the particular pattern of marks (e.g. the 
signature) on the marked compact disk. As described in U.S. Patent Application 
08/653,205. filed May 24. 1996. entitled "Encryption Key" and which is 
incorporated herein by reference, the pattern of marks can be utilized as a 
software protection key. For this embodiment, each software program includes a 
section which continually or occasionally checks a) that the marked compact disk 
is present and b) that the pattern of mari<s thereon matches the signature for the 
software program. The latter operation is performed by the method of Fig. 17. If 
conditions a) and b) are met, the software program continues to operate. 
Othenwise. the software program will stop operating. 
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Furthermore, as described in U.S. Patent Application 08/653.205, the 
key can be utilized as a decryption key, for decrypting some or all of the software 
to be executed. 

Reference is now made to Figs. 18 and 19 which are block diagram 
illustrations of the system for encrypting and decrypting software, respectively. 

The software encryptor 310 comprises the unencrypted software 312, 
an encryption key 316 and a data encryption standard (DES) encryptor 314. such 
as are known in the art. The software manufacturer uses software encryptor 310, 
together with the encryption key 316 supplied by the compact disk manufacturer, 
in order to encrypt the unencrypted software 312. The resulting encrypted 
software 318 is supplied to the customer. 

The software decryptor 320 comprises DES decryptor 333, a marked 
compact disk 322, such as any of those described hereinabove, the encrypted 
software 318 and a key extractor 326. The key extractor 326, which utilize the 
method of Fig. 17, is used to generate the decryption key 330 from the pattern of 
marks on the mari<ed compact disk 322. The extracted decrpytion key 330 is then 
used to decrypt the encrypted software 318 to generate the decrypted software 
332. 

A customer wishing to install an application receives a marked compact 
disk 322, the encrypted software 318 and installation software 318. Key extractor 
316 is a component of the installation software 328. To install the software, the 
customer inserts marked compact disk 322 into a drive of his computer system 
(not shown). The installation software 328 reads the marked compact disk 322 
and extracts a decrpytion key 330 therefrom. The installation software 328 then 
uses the extracted decrpytion key 330 to decrypt the encrypted software 318 and 
install the software application. 

If a legitimate marked compact disk is used by the customer, then the 
extracted encryption key 330 matches encryption key 316, the decrypted software 
332 will match the unencrypted software 312. and the original software program is 
successfully reconstructed. 
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If an unmarked or incorrectly marked compact disk is used, the key 
generated therefrom will not match the original encryption key 316, and 
consequently, the decrypted software will not be the same as the original software 
312. Thus, since each installation requires a genuine marked compact disk, a 
5 software manufacturer can easily protect his software from unauthorized copying. 

It will be appreciated by persons skilled in the art that the present 
invention is not limited to what has been particularly shown and described above- 
Rather the scope of the present invention is defined only by the claims which 
follow. 
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CLAIMS 

1 . A digital optical media having at least one non-copyable symbol stored 
thereon. 

2. Digital optical media according to claim 1, wherein said at least one 
5 non-copyable symbol has a pre-determined address. 

3. Digital optical media according to either of claims 1 or 2 wherein said at 
least one non-copyable symbol is an ambiguous symbol. 

4. Digital optical media according to claim 1, wherein said ambiguous 
symbol has at least one predetermined data value in accordance with 

10 bi-directional mapping. 

5. Digital optical media according to any of claims 3 - 4. and comprising at 
least one codeword, said ambiguous symbol being part of said at least 
one codeword. 

6. Digital optical media according to claim 5, and wherein said at least one 
15 codeword comprises at least one erroneous symbol. 

7. Digital optical media according to claim 6, wherein said at least one 
erroneous symbol is an invalid symbol. 

8. Digital optical media according to daim 7 and wherein said invalid symbol 
does not conform with either at least one run length-limited rule and/or 

20 bi-directional mapping. 

9. Digital optical media according to claim 7, and wherein said at least one 
codeword comprises at least one assigned redundancy symbol and said 
invalid symbol corresponds to said at least one assigned redundancy 
symbol. 

25 10. Digital optical media according to any of claims 3 - 9 and further 
comprising regions of pits and lands formed therein^ said regions 
specified as having lengths which are integer multiples of an elementary 
length unit, and wherein the length of at least one region of said 
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ambiguous symbol is not an integer multiple of said elementary length 
unit. 

11. Digital optical media according to any of claims 3 - 9 and further 
comprising regions of pits and lands therein, wherein at least two 
adjacent regions of said ambiguous symbol do not have an edge 
t}etween them. 

12. Digital optical media according to any of the previous claims and 
comprising any type of optical media including a list comprising Compact 
Disc Digital Audio (CDDA), Compact Disc Read-Only Memory 
(CD-ROM), and Digital Video Disc (DVD). 

13. A compact disk having at least one invalid fourteen bit code stored 
thereon in at least one known location of said disk. 

14. A compact disk according to claim 13 and wherein said at least one 
invalid fourteen bit code has a known value. 

15. A compact disk according to claim 13-14 and comprising a 
polycarijonate layer having pits and lands therein, said pits and lands 
generally having widths which are a multiple of a period defined by the 
frequency of a clock signal, said pits and lands having transitions 
synchronized with said clock signal, and wherein at least one transition of 
said at least one invalid fourteen bit code is not synchronized with said 
clock signal. 

16. A compact disk having a multiplicity of words stored therein, wherein at 
least one of said words produces ambiguous results when read a 
multiplicity of times. 

17. A method for writing a non-copyable symbol on digital optical media, 
comprising the step of writing an ambiguous symbol on the digital optical 
media in a predetennined address in a predetermined codeword. 

18. A method according to claim 17 and further comprising writing at least 
one erroneous symbol in said predetermined codeword. 
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A method according to claim 18 and wherein said at least one erroneous 
symbol is an invalid symbol. 

A method according to claim 19 and wherein said invalid symbol does not 
confonm with either at least one run length-limited rule and/or 
bi-directional mapping. 

A method according to any of claims 19-20 and further comprising the 
step of assigning at least redundancy symbol to said at least one 
codeword, wherein said invalid symbol con^sponds to said at least one 
assigned redundancy symbol. 

A method for writing an ambiguous symbol on digital optical media, 
comprising the step of substituting the channel bit sequence 
corresponding to the ambiguous symbol for the channel bit sequence 
corresponding to a symbol originally intended to be written on the digital 
optical media. 

A method for writing a signature on digital optical media, comprising the 
step of writing a plurality of non-copyable symbols on the digital optical 
media, each of said non-copyable symbols having a predetermined 
address on the digital optical media selected from a unique set of 
addresses corresponding to each of said non-copyable symbols, said set 
containing at least one address. 

A method for authenticating the validity of a digital optical media 
comprising the steps of: 

a. performing a first reading of a predetemiined address of the digital 
optical media: 

b. performing a second reading of said predetermined address of the 
digital optical media; 

c. making a comparison of said first reading with said second reading; 
and 
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d. if said first reading is not identical to said second reading, identifying 
said digital optical media to be authentic. 

25. A method according to claim 24 and wherein said a codeword is located 
at said predetemnined address, said codeword comprising an ambiguous 

5 symbol. 

26. A method for digital optical media copy protection, comprising the steps 
of: 

a. performing an encryption of the data to be recorded onto the digital 
optical media, said encryption having a decryption key and resulting 

10 in encrypted data; 

b. providing software which employs said decryption key to perform a 
decryption of said encrypted data to recover said data to be recorded: 

c. encoding said decryption key in a signature; and 

d. writing said encrypted data, said software, and said signature onto 
the digital optical media. 

A method of protecting compact disks, the method comprising the step of 
storing data on a compact disk having marked and non-marked areas 
therein, wherein at least one word from said marked areas produces 
ambiguous values when read multiple times. 

A method of selecting among marked and non-marked compact disks, 
the method comprising the steps of: 

a. reading data from a compact disk with a CD reader a multiplicity of 
times: and 

b. determining which words, if any, on said compact disk were read 
ambiguously by said CD reader and. if so, labeling said compact disk 
as marked. 



42 



wo 98/08180 



PCT/IL97/00266 



29. A method according to claim 28 and also comprising the step of 
identifying if the marked compact disk has the desired signature of 
ambiguous words. 

30. A method according to claim 29 and wherein said step of klentifying 
5 includes the step of comparing the ambiguously read words and their 

locations with said desired signature. 

31. A method according to claim 29 and wherein said desired signature 
fomris a key for use by a software protection device. 

32. A system for encrypting data comprising: 

10 a. a marked digital optical media having a pattern of marked sectors 

formed thereon; 

b. a key generating unit for generating an encryption key from said 
marked digital optical media; and 

c. an encoding unit for encoding said data in accordance with said 
15 encryption key. 

33. A system for decrypting encoded data comprising: 

a. a key generating unit for generating an encryption key from a pattern 
of marked sectors on a marked digital optical media; and 

b. a decryptor for decrypting said encoded data with said encryption 
20 key. 

34. A method for encrypting data comprising the steps of: 

a. generating an encryption key from a pattern of marked sectors on a 
marked digital optical media containing a plurality of sectors; and 

b. encrypting the data in accordance with said encryption key. 
25 35. A method for decrypting encoded data comprising the steps of: 
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a. generating an encryption key from a pattern of marked sectors on a 
marked digital optical media having two sides, each of said two sides 
containing a plurality of sectors; and 

b. decrypting said encoded data with said encryption key. 
5 36. A system for protecting software comprising: 

a. a key generating unit for generating an encryption key from a pattern 
of marked sectors on a marked digital optical media; 

b. an encoding unit for encoding said software in accordance with saki 
encryption key; 

> c. a key extractor for generating a decryption key from said pattern of 

marked sectors on said digital optical media; and 

d. a decryptor for decrypting said software using said decryption key. 

37. A method for overriding the error correction in arbitrary locations on 
digital optical media, comprising the step of writing a non-correctable 
pattem of en-oneous symbols in the error correction code portion of the 
codeword. 

38. A method according to claim 37 wherein the step of writing comprises the 
step of writing invalid channel bit sequences on said digital optical media. 
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